Office 365

Office 365 Resources
How to determine whether your Office 365 account has been compromised
https://support.microsoft.com/en-us/help/2551603/how-to-determine-whether-your-
office-365-account-has-been-compromised

How to fix a compromised (hacked) Microsoft Office 365 account
https://blogs.technet.microsoft.com/office365security/how-to-fix-a-compromised-
hacked-microsoft-office-365-account/

Setting Up Inbox Rules
https://outlook.office.com/mail/options/mail/rules/inboxRules

Security best practices for Office 365
https://support.office.com/en-us/article/security-best-practices-for-
office-365-9295e396-e53d-49b9-ae9b-0b5828cdedc3

Office 365 security roadmap - Top priorities for the first 30 days, 90 days,
and beyond
https://docs.microsoft.com/en-us/office365/securitycompliance/security-roadmap

Recover deleted items in a user's mailbox - Admin Help
https://support.office.com/en-us/article/Recover-deleted-items-in-a-user-s-mailbox-A
dmin-Help-eb15194b-63ec-41b0-8d90-1823d3f558e4?ui=en-US&rs=en-US&ad=US

If you happen to receive suspicious emails, feel free to report them to
Microsoft:

Submit spam, non-spam, and phishing scam messages to Microsoft for analysis
https://docs.microsoft.com/en-us/office365/securitycompliance/submit-spam-non-
spam-and-phishing-scam-messages-to-microsoft-for-analysis

Set up multi-factor authentication for Office 365 users
https://support.office.com/en-us/article/Set-up-multi-factor-authentication-for-
Office-365-users-8f0454b2-f51a-4d9c-bcde-2c48e41621c6

Finding the Multi-Factor Authentication Settings:
https://account.activedirectory.windowsazure.com/UserManagement/MultifactorVeri
fication.aspx

Generate App password:
https://account.activedirectory.windowsazure.com/AppPasswords.aspx

Once you've enable #MFA, you can take advantage of the Attack Simulator
Tool:
Attack Simulator: https://protecF;ang10}‘f£'ce.com/attacksimulator
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Attack S|mulator (Office 365)

4a41-b2cb- 5a09689a551b7U|—en US&rs=en- US&ad US& Irsc 88ff4b1b-

eab2-4752-b41c-dc6634f549aa

Introducing Office 365 Attack Simulator
https://youtu.be/5\WGU2VM3SI
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